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Abstract - Data is and will continue to be a vital component of every contemporary application
that we envision. Looking forward, the potential of machine learning and artificial intelligence
will further increase the quantities. Data sharing presents a number of issues, which may be
generally classified as follows: data format and meaning; legal requirements; privacy; data
security; and worries about unintended repercussions of data sharing. It is not a simple topic to
address since it involves not only technological issues but also social, economical, ethical, and
regulatory concerns.

This necessitates the development of sharing frameworks that solve technological obstacles,
include regulatory frameworks, and anticipate and address concerns about the fairness and
justice of results in order to preserve consumer and community confidence. This study presents
a paradigm for data sharing that includes several ecosystems, with blockchain technology
serving as the system's backbone. Because blockchain addresses the fundamental challenges
of trust, data correctness, and dependability, it goes on to give a revolutionary solution for data
sharing. In today's world, data processing, distribution, and storage all take place mostly in the
cloud. The present lIoT cloud-centric architecture has led to the quick creation of loT
applications, however it has also into a plethora of separate data silos, which prevents it1s full
potential. 10T applications of comprehensive data-driven analytics. This study examines
demonstrate a distributed access control and data management IoT design based on blockchain.
We move on from the present trust model, which gives a third party access to our data, instead
of centralized trusted authority, give users ownership of data. We have adapted our design for
loT data streams and allows for safe data sharing. We make access reliable and secure. control
management with an auditable blockchain technology from the storage layer's distributed
access control layer. We make it easier to store time-series 10T data at the network's edge.
through a managed locality-aware decentralized storage system through the use of blockchain
technology
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INTRODUCTION

These words Data-intensive industries include the medical/healthcare, banking, and 10T sectors
where a significant amount of data is generated, transmitted, stored, and retrieved on a daily
basis [6].
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During the previous decade, data was gathered, extracted, converted, and fed into
Datawarehouse (DWH) from a variety of source systems. Data reconciliation between the
source system and DWH is then performed.

The data would be different and not the same if it were shared with multiple parties, which is
a problem once it is created and when it needs to be shared via a network or the internet. This
occurs because data synchronization frequently takes place towards the end of the day and is
not instantaneous. The process of reconciliation costs money. Additionally, there is always a
chance that the data will be altered, and double spending on financial transactions is always a
worry. For current applications, traditional data exchange techniques are typically expensive
in terms of security, energy use, and processing overhead. These days, the majority of apps
prefer the cloud because of the convenience of high availability and cost savings. However,
there are certain restrictions when it comes to addressing security and privacy issues in a setting
where cloud computing is becoming more prevalent. [6]

Furthermore, a lot of cutting-edge frameworks are very centralized, making them less than
ideal for sharing data in modern applications due to issues with scalability, security, the lack
of a consensus mechanism, single points of failure, and user privacy and consent. Because of
this, current applications require distributed security and privacy protection, consensus-based
data sharing, and tamper-proof, time stamp-based data storage. Following the literature review,
we have highlighted the work on the data sharing framework that has been done in several
fields.

SYSTEM ANALYSIS:
Existing System:

Shunrong Jiang [3] shows the security issues when deploying NDN to VANETSs for media
distribution in V-NDN and suggests suitable solutions (ESAC). To begin with, researchers
develop a proxy re-encryption technique that provides identity management, revocation, and
updating even in the absence of a reliable source. Pseudonyms and an identifier-based signature
are used by researchers to address the issue of anonymous authentication and validity checking.
Researchers offer a strategy that uses a hashed certificate as an incentive to ensure NDN's utility
in VANETS. The security study's findings indicate that ESAC can deliver the required level of
security for use in V-NDN. The results of the simulations further show that the suggested
secure technique has no effect on the network's effectiveness.

Proposed System

We provide a block chain-based system for data exchange. Issuer and verifier are only two of
the stakeholders involved. These are the users who would contribute, modify, or retrieve this
data from the system. They might be either people or organizations. The user intends to upload
the most recent documents or artifacts to a system built on a blockchain. Depending on the use
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case, multiple roles would exist in the system. Let's assume that for the purpose of data
exchange in a VISA application for a certain nation, the country's embassy office would play
one function, the visa applicant another, and so on, depending on the usecase. The data format
follows next, where we advise using structured data that can be utilized with any relational
database.

The program could be interportable. The program, which is based on roles that may be assigned
to users, will handle all access rights granted in the system.

The management of the CI (Confidentiality and Integrity) component of security is where
blockchain is most useful. Redundancy may be employed for availability at the application
architectural level; it is not covered in this work.

The framework's implementation and metrics analysis from a further optimization and
scalability perspective are the next phases.

ARCHITECTURE
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Results and Analysis:
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Conclusion:

In this research, we suggested a block chain-based data sharing architecture that is highly
general and may be used in any field where it is difficult to share sensitive data among several
parties. With the help of this framework, data is transferred securely, and data privacy is
maintained. The methods for communication and authentication should be further explored,
and this research effort should be expanded. As we go forward, we'll keep implementing the
system based on this framework and conduct research to improve optimization and gather
empirical data for more investigation and research.
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